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DISCLAIMER .

his was done In research purposes only

All LIVE data i1s from 07.2015 - 10.2015
The story is not related with my EMPLOYER
This data was shared with NOBODY before

Thx to graphite @ DCUA CTF team



INTRODUCTION .

What do | want?

= Get understanding of the market
= Test hackers services and their skills

= Understand the balance between attack and
defense costs

= Do not finance cybercrime = only post payments ©
= Do not violate the law




CYBERCRIME MARKET OVERVIEW .
Services

= Malware: Trojans, Cryptors, Botnets

= DDoS services

= Hacking services: emails, web-sites

= Code sign certificates

= Carding: Money laundering, CC requisites
= Document scans

= Anonymous proxies, servers, VPN, etc.

Hackers boards: exploit.in, darkmoney.cc,
antichat.ru, hpc.name, crimelow.com,
migalki.net, etc.



DDoS services Q

Lots of ads. about DDoS found

Prices

= From 50% to 400% per day

= Depends on hosting type: A
Shared<VPS<VDS<Ant|DDoS protected

Some services offer DDoS attacks and
protection in the same time! ©



HONEYPOT INFO

Cheapest instance from big Cloud Hosting:
512MB 20 GB SSD
1 CPU Core Amsterdam data center
No DDoS protection!
Web server:
Ubuntu 14.04
Apache/2.4.7
Static HTML web-site




DDoS Experiment .

ddos-stress.cc:
= 80% per day or more
= Free test for 5-10 mins

DDoS services on crimelow.com board
= 150% per day or more
= Free test for 2 mins

Promised attack profile:

= GET requests
= TCP flood
= UDP flood




#NEGOTIATIONS

Me: | want to order DDoS on http://....e.su
Hacker: let me check

Hacker: It is protected by DDoS service, the
cost is 100$ per day. Agree? Others will offer
150 and more...

Me: OK. Lets make a test.

Hacker: | already did It.

Me: | did not see. The web-site works.
Hacker: OK, for another 2 minutes.



1st DDoS Attack

= Packets per second: 80496

vbps &4 Bandwidth
. TCP: 78977 + ICMP: 1519 10.00 Mops -
= Unique TCP source IPs: 2762344
- Port 80: 99.9% ooomes |||
» Size: 40 bytes _ ”' -

* Type: ACK flood only
= Unigue ICMP source IPs: 33741

Result: web-site was up during the attack



#DURING THE ATTACK

Me: web-site is still up

Hacker: there are 3 proxies | want _to find
the real IP

¥$ﬁhlﬂﬂ nn,our.‘.' f
Me: | thought it's just a VPS with a real IP..

Hacker: | will not take this web-site, seems
that they were already attacked and there’s
a DDoS protection.

Me: Ok. @



211 DDoS Attack .

Packets per second: 39081 (about 1,1 Gb/s)
« TCP: 710 = UDP: 37720 = ICMP: 651

Unique TCP source IPs: 9316

= Port 80: 99.95% of packets
= Type: HTTP session (ACK+SEQ) = Real PCs = Botnet
= Botnhet location: 96% USA, 4% other countries

Unique UDP source IPs: 34300365

* Port 27015: 99.99%

Unique ICMP source IPs: 5549

Result: web-site was down for 1 minute and ...
up again




DDoS Experiments Summary .

AV companies can detect botnets in this way
Hackers purchase services of each other

(2" hacker wrote that he can purchase more bots for attack if | pay him)
Attack profiles and professionalism of hackers
vary a lot

Seems that 5% per months for Cloud Hosting
can save your web-site from a mid-size DDoS

©



Email hack services .

lacking of corporate emalill
= “Email for domain” services
= Corporate email server

Hacking of public services:
= Russian: Mail.ru, Rambler.ru, Yandex.ru, etc.
= International: Gmail.com, outlook.com, etc.

= Popular in Europe: gmx.net(.de, .ch, etc.),
pluewin.ch




#HONEYPOT INFO o

Same hardware as before:
512MB 20 GB SSD
1 CPU Core Amsterdam

Email server:
dovecot 2.2.9
postfix 2.11.0




What was expected

To: Adrian
Subject: (Important Document)

Good Morning all,

I Just uploaded this docume hitp://ftndthd.org/kuzey/images/gdoce .
Ana nepexoja we/IKHUTE CCbLKY

Vs 2.10.3 View - Download

ThamK WOW, seennnenneans
| CoobweHKne '@invuiceﬁzﬂﬂipdf (466 K6awT)

From: Sara §mseer[ mailto:sara
N Subject: Unpaid invoic
D M W g R

Director

To wiew your document, please open attachment.

Sara ¥
Accountant II



What was expected

DHL Logistik-Spezialist <schebitz@silberzahn-gmbh.de>
Anku$ndigung - Sendung 29165499211

DHL Transport-Team

DHL Sendungsverfolgung

Sendungsnumimer 29165499211

Produkt / Service DHL PAKET

Status vom Dienstag, 19.05.2015 Die Aufiragsdaten zu dieser Sendung wurden vam

01:47:36 Absender elektronisch an DHL Gb http://pawad.cddphayao.com/
Zugestelit an Bevollmachtigter wnjzdfeblog8rh

Ana nepexofa WEeAKHWMTE CCBIAKY

Detaillierte Empfangerinformationen anzeigen
(POF-Dokument)

Deutsche Post DHL - The Mail & Logistics Group



What we got in fact Q

= Several spam emails to check server
responses and target emalll

= Boring brute force attack:
 2-3 attempts per second

« ~20 IPs
« 9 attempts from 1 IP, then pause for this IP
 Protocols:

— IMAP

— POP3

— SSH

« Users: admin, user, guest, support, test, root, ubnt,
ubuntu, upload, vnc, webadmin, etc.

- Still going...



Russian public services Q

Just phishing ©

= Empty message with fake attachment (mini-
Image of invoice), leading to phishing web-
page

= Abuse from another user, follow the link and
confirm that you are not a robot

= Mailbox storage is running out, follow the link
to increase

= Message delivery failed, follow the link to retry



International public services

gmx.ch and bluewin.ch

= No reply from specialized hackers
- algonco.com
* pro-mail.net
* gbimail.com

Gmall

= Lots of offers on different boards ?';:j;f“r“'“
» mailru.cc (with SSL certificate!) b Cocras My ceprmucaun
o hpC.n ame n:;:a::::mw
- darkmoney.cc o

* etc.



Gmail

Blank email with attachments send from
other Gmail mailbox

Sent from special emall servers
“Technical” messages: Delivery fail, Abuse
Message IDs: for tracking?

Gmail <gm. acc.noreply@gmail.com:=
Komy: grm.acc.noreply (v

Google accounts
Yeaaembli NonbzoBaTeNs!
Baw npodune Byaet 2abnokdpoead, B cBA3M C© xanobof, nocTyn4e

CornacHo nyHeTy 13.3 none20BaTeNsCKOMD COornawerua, Google in
NPEAOCTABNEHME YCNYT grmail, CEOEBPEMEHHD YEEAOMME 0B 3TOM T

370 aETOMETHYECKDE NoATESpKE eHMe Balero noyTosoro AwMea. 1
ONUAKD «CNaMs - CHETEMA NpHHANE Bac 2a pofioTa M nonpocuna no,
kan4y (Habop cumeonoe, udp v BykE), B CBAZW C 3ALWMTOR 0T ABTC

OnpoBeprHyTe 3aAENEHKEe Dbl moxeTe npofgA N0 CobINKE W ABTOPK

OnpoBepruyTh wanoby

Ecnu zaAeka He ByneT oTKNOHEHa B TeMEHWE 7 JHel, Balla YYETHA

C yeaxeHuen, cnyxfa nonaepxel nodToE0 cucTemMel Google

“ou received this message because someone provided this as the contact emsi
messace.

@ 2014 Google Inc., 1600 Amphithestre Parkway, Mountain Yiew CA 94043, US

[9-40000000074 1] Ownbka gocTaBKN coobLeHNA

Gmail <grm.acc.noreply@gmail. coms=
KOMY: grn.ace.nareply (=

Go« fgle accounts

YEawaemeld noNez0eaTenk]

Coofwenna, atnpaenendele Bam c 23.05.14, He Geinm ac
NoAyYHMTE NMCEME, NEPERAMTE HA CTPAHWMUY PACNONOKEH

Nony4KMTE BCe HeEAOCTaENEHHEIE CcoofbueHHA

Cnacwbo 33 noHMManKre. J6padoTka OCTABKM MOHKET 32

C yeameHWeM, cnyxBa nofaepsky nouToeol cuoeTemel Google

You received thiz message because someone provided this as the contact e
message.
@ 2014 Google Inc., 1600 Amphithestre Parkway, Mountain View CA& 94043,

Fwd: MpunoxeHne K Jorosopy examples %
tatiana <buxuchet@addd03450 0. com=
KORYD MHE [=

Hobpei gede!
B0 ENOHEHUW JOKYMEHT, KOTOPEIA BBl NPOCKHAM NOMNNSEMTE.
EcnW BCE YCTPAHESET - NOANMCEIEEM. WOKEM NPHCNATE KYPEEPE




GOugle accounts

To continue to work with your mailbox (send, receive and store your messages
and files) please increase your mailbox size in Preferences: Google Drive

storage.
This action is required due to changes in email handling standards.

We wish you a pleasant experience!
Gmail Team



Layout Wonders

Img files logo Is filtered by Gmail

Pixel painting via HTML — passed through!

ients | Metwork Sources Timeline Profiles Resources Audits Conscle
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Public Services Summary ,
“Email for domain” service: same tools, bu
times more expensive ©
Mass service: lots of offers, message IDs

Good phishing messages

Foreign Email services are not represented In
mass-segment

2-factor authentication rules

Big part of this market can be destroyed if
Email companies will order such services and
tune their filters examples



Overall Q

Black market in Russia is avalilable for
everyone

Language remains a barrier for hackers
Authorities and AV companies are not effective

Hackers are not afraid to accept offers from
unknown person

You can get some profit out of that ©

Only free services were tested, but there are
O-days on sale...




Thank you for attention! @

Questions?



