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presentation are my own and

do not necessarlly represent

those of my employer
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* our Interpretation of risk

: |
e OUr measurement of risk

» our effective treatment of risk
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“hygiene’ risk




“actual’ risk
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FEIE MEASUREMEN T OF KIS
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The Malik Risk Model

Ver [.0

Likelihood
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ANt
Happening

Possibly

't's On

Holy Crap!

Won't Hurt

“a swift
half”

It's your
round”

‘easy
Tiger...”

“hold my
drink Steve

|s that the
best you
oot?

“It's your
round”

‘easy
Tiger...”

“hold my
drink Steve’

"Get off him
. Dave, he ain't
worth it”

‘easy
Tiger...”

“hold my
drink Steve

"Get off him

Dave, he ain't

worth it

Holy Crap!

“hold my
drink Steve”

"Get off him
. Dave, he ain't

worth it

Malik, Javvad
(2014-05-12).The
CISSP companion

handbook: A collection
of tales, experiences
and straight up
fabrications fitted into
the |0 CISSP domains
of Information security
(Kindle Locations
918-923). .Kindle
Edrtion.
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Malik Risk
Model ver| Ease of 'm 'm a 'm
.0 Explortation Ial . Ial . drunk  Nin drunk

ANt Happening . Holy Crap!

“cheeky “easy ‘cheeky  ‘get off
round ate” Tiger ate” Tiger... slap Tiger... slap him Dave
18vE ‘easy “cheeky “easy ‘cheeky  "getoff ‘cheeky  “getoff “lLets‘ave
word, . , , . , , . , , . ol y
ate” Tiger... slap Tiger... slap him Dave slap him Dave™ 1t then

“easy “cheeky  “getoff  “cheeky  “getoff “lets'ave ‘getoff “lLets'ave
Tiger...” slap”  him Dave”  slap”  him Dave” tthen” him Dave” it then”

‘cheeky  "getoff “lets'ave ‘'getoff “lets'ave “Lets‘ave

slap”  him Dave” itthen” him Dave” it then” it then”
Testic ‘oet off “Let’s‘ave “Lets ‘ave
Sl him Dave’’ it then” it then”
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Malik Risk
Model ver| Ease of 'm 'm a

.0 Exploitation o = ™ = drunk Ninj

ANt Happening . Holy Crap!

“cheeky “easy ‘cheeky  "get off
round ate” Tiger ate” Tiger... slap Tiger... slap him Dave
18vE 8 “easy “cheeky “easy “cheeky  “getoff  “cheeky  “getoff “lLets’‘ave
word, . , , . , , . , , . ol ,
. liger... slap Tiger... slap him Dave slap him Dave” 1t then
mate
) » ) ) ) G ) o “cab to
easy cheeky oet off cheeky oet off “lets‘ave ‘'getoff “lets'‘ave ARE
Tiger...” slap”  him Dave”™  slap”  him Dave” itthen” him Dave” it then” Slease”

‘cheeky  “getoff “lLets'ave ‘“getoff “lLets'ave iZéO “Let’s ‘ave ig{go
slap”  him Dave” tthen” him Dave” it then” ,  Itthen” .
please please

‘oet off “Let’s‘ave cab 1o “Let’s ‘ave “cab to ‘cab to
lesticles him Dave” It then” A&E,, it then” A&E,, A&E,,
please please please

@homlangford | 3-24 YEAR OLD (SINGLE & UP FOR [T)
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WHAIT'S WRONG WITH ORDINALS?

@thomlangford

ANC

nobody uses ‘red’ because It means failure

° Therefore the risk world becomes “amber”

° Nobody uses “green’ because it means no more buc

oet



Nassim Nicholas Taleb,
“The Black swan”
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( gy = 1NOHLaigiong TideR_aanicl Sy ''<CU Sellies, Tidd el NaCked, bul
@mduren all together, is it like one nobody seems to want to share them
inch? Still arguing over the head? Peopple these days just don't (or admit to having them).
youtube.com/watch?v=EMgsAD... respect embargoes!
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‘ . General | #2200 Firewall = Privacy |
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. N 0] FileVault secures the data on your disk by Turn Off FileVault...
sir jester @sirjester _ «m . encrypting its contents automatically.
@EdwardPrevost @J4vval %

@ThomLangford @jack_dhai
@mduren The collective pojvi
our beards is underrated!

pic.twitter.com/ECbwQOuuC

FileVault is turned on for the disk “Macintosh HD”.

A recovery key has been set.

Edward Prevost @Edward.
@sirjester @J4vv4D R
@ThomLangford heh

You'll be fashionable when ypi

sport an epic beard. (cc A
@jack_daniel @mduren) | Click the lock to make changes. Advanced... ?)
sir jester @sirjester SRR BTN P P A AT POl B . (ki H ERARE N NEN -3 BANWE

@J4vv4D @ThomLangford
concede they're better than the sexist
swag you produce! :)

wouldn’t let him!)

-oa HostUnknownTV @HostUnkn...  43d
@Yz Toallof our Indian fans, “AP
S BINDAAS HO!”

n B | | #Honetl Inknownl oveelndia

6 hours

@ TheAnalogies Project @TheA...  4h

< sellie episude ¢

Debasish @thisisdebasish ® 19d
@sirjester @chrisriceuk
@HostUnknownTV Enjoy the

evening brothers! Cheers!

sir jester @sirjester ® 19d
@thisisdebasish @chrisriceuk
We're already planning the next
@HostUnknownTV hit (not in pwnie
terms but as an ear-worm) ;)

Info Security Buzz @Info_Sec... 22d
.@metasploit, Apple, and

#Snowden: The Legends of #Infosec
informationsecuritybuzz.com/
metasploit-app... Andrew Agnes,

Thom Langford & Javvad Malik,
@HostUnknownTV

Info Security Buzz @Info_Sec... 28d
.@metasploit, Apple, and

#Snowden: The Legends of #Infosec
informationsecuritybuzz.com/
metasploit-app... Andrew Agnes,

Thom Langford & Javvad Malik,
@HostUnknownTV

Info Security Buzz @Info_Sec... 29d
.@metasploit, Apple, and

#Snowden: The Legends of #Infosec
informationsecuritybuzz.com/
metasploit-app... Andrew Agnes,

Thom Langford & Javvad Malik,
@HostUnknownTV

sir jester @sirjester ® 32d
@HostUnknownTV
@RANTConference Um, | have

some bad news about that
champagne...



CAUSATION VS CORRELATION

Per capita consumption of cheese (US) Number of people who died by becoming tangled in their bedsheets

o Pounds (USDA) ¥ Deaths (US) (CDC)
34 9200
= . °
32.75 s ~ - 6/5
31.5 450
30.25 225
W
29 0
2000 2001 2002 2003 2004 2005 2006 2007/ 2008 2009

@thomlangford Source: Spurious Correlation, www.tylervigen.com



FLEXIBLE RISK RESPONSE
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TAKEAWAY # |

» Recognise and understand the difference §§I

between "hygiene risks and “actual risks

S
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TAKEAWAY #2

» Spot patterns in your risks over time.

What has become a commodity?!

What were the black swans?

V- 7 e




TAKEAWAY # 3

_t

t suffer a placebo effect

* A risk hasn't been mitigated just because

don’

hasn't happened
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