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Challenges of Cybersecurity
in the new era of Internet+

---Differences and new challenges of cybersecurity
Issues from the angle of Alibaba )

Yuejin Du Ph.D
Alibaba Group
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About me;:

CSIRT community

Incident handling
Capacity building
Domestic cooperation
system building
International cooperation
/ coordination

Alibaba Security

Data security

Threat intelligence
Integration

Standard

Cooperation & Ecosystem
building
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Future
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Counter-
measures

Cooperation

Cyber-attacks
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China is a good target:

»

»
»
»
»
»

— Huge amount of users and online hosts

— Very active on Internet economy
— Wealthy
— Weak awareness and protection

Welbsites in China defaced
/infruded

2005: >13K
2007:>61K
2008: >54K
2011:>37K
2013:>24K (backdoors >76K)

»

IPs in China
confrolled by botnets
or trojans

2007: >4.5million
2010: >5 million
2011: 8.9million
2012: 14 million
2013: >11.3 million

According to CNCERT/CC
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e e T R
. Personal Information leakage

e Online ID theft

+ Mobile Security / malicious APP 30k phishing websites toward
Chinese companies

e Critical information infrastructure FTC: Online ID Theft caused
US 1.52 billion $in 2011
« APT

EERTYPPE >700K mobile malwares _ ‘I

Many app-stores have
problems

According to CNCERT/CC
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Alibaba is a good target
— Largest e-commerce platform and still growing very fast
— More than 400 million registered users
— More than 10 million people living in this ecosystem
— Financial giant: Alipay
— Infrastructure: AliCloud
— Valuable data

— Strong Security Team (but consumers could be the

weakness)
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« Capacity model

Capabilities
Required

L

Threats

‘ N\Q%

Pre-X

Know 863-917

CSIRT and
Contro

Survive

>Elements
Team/Orgs Platforms Resources

(Professionals) (Tools/Products) (Knowledge, Regulations etc.)
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« 3 Stages: you can never make it by yourself
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New angle to look at cybersecurity from Alibaba:

What'’s different from such a company?
What’s new in our current era?
What’s the challenges in the future?
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Network of living and surviving : nefork all

behavior relied, ALL connected and

Network of everything + people : 1 Smart

City . Cross domain & world wide con

ICT Network of human being : Net

Social Network applications

.
o

Digitalized Communication Networksg#€ommunication equipment

opened and connected, flow datagworld wide connected

Open Wide ComputerNetworks : Connected Computers, Static Data

Local Comptter Networks : Separated Computers and Data
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Inter-connection, smart, mergence

Challenges
interconnection : online « Boundaries of space, time, and
into one network all management in real world vanished

Different hardware, software,

time, all devices, no gap

Smart : “Smart means protocols, platforms, etc.

changes” « Very complicate relations
Mergence : different « Threat is spreading into EVERY
domains interrelated domain, but they are far from ready
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Normal news in the coming few years:

Because :
Been hacked « Problems generated faster

Find new vulnerability than founded, not to speak
of been fixed

« The motivation, capacity,
and numbers of our

adversaries will keep rising
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New features we have to live with

Dynamic : Data, Application, Asset, Boundaries, Transections,
Adversaries

Big : Huge amount of everything to deal with

Complex : Long chain, wide front line, many weak points,
too much out of control

Business : Security becomes blood inside business, high

requirement on performance, stability, and easy using
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One of the key problems today
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Different languages: what are you talking about?
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Global Problem, Global Solution

« CNCERT/CC
« FIRST

« APCERT

« APEC-TEL
- CJK

« China-ASEAN
Framework

« Capacity
building

CHINA-ASEAN TELECOMMUNICATIONS REGULATORS COUNCIL+
FRAMEWORK FOR COOPERATION «
ON NETWORK SECURITY+
+
+

The Ministry of Industry and Information Technology (MIIT) of the People's Republic of
China, and the members of the ASEAN Telecommunication Regulators' Council
(ATRC) including the Telecommunication Regulators of Brunei Darussalam, the
Kingdom of Cambodia, the Republic of Indonesia, the Lao People's Democratic
Republic, Malaysia, the Union of Myanmar, the Republic of the Philippines, the
Republic of Singapore, the Kingdom of Thailland and the Socialist Republic of Vietnam; +
H

CONSIDERING that the protection of China and all ATRC member country’s network
infrastructure and the information economy is a major factor for social, economic and
environmental development and for the realization of productivity and service delivery
improvements in the government, business and community sectors of each country; «

al
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We tried

Anti-cybercrime depend upon the

community working together

Yuejin Du
Internet Emergency Response
Coordination Office, MIl, China

Bangkok, July. 23, 2003
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Isolate the attack site but not the
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|solate the attack site put not the

conclusion

be effectively reduced
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¥ Anti=cybercrime depend uporr the Internet
community working together
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® APECT economies might be able to benefit
from that earlier

o All of us are connected by a same network,
the security issue can only be solved by the
cooperation among all of us

N

e By making source address verification a well-
' spoofing will
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Why we need cooperation for network security

€ CNGERT/CC

« UHENZ2BMHEE ML FHRE, mMEEER

for attackers & incidents, there is no borders, but we have

s ITERHZFHNLER, YREREHER

too many users too much works, need QoS

« BRRZEIBADZ, [TEFLFHEE

too many tech. issues, need too much resources

« WREEARUSIHRZ TR, [mEETLEE

not only tech. issues are included in

« ERUBIEZE, BEERER

i APCERT: WK HIX W S A R4

APCERT: Practice on CERT cooperation in AP area

FEERE 1

Yuejin Du. Ph.D

APCERT &l i & CNCERT/CCHI T
200543 /1 24 H .CNCERT/CC’05

> Global Problem, Global Solution
u — —— =
== CNCERT/CC == CN(CERT/CC
= | o h Ak A ] —— = AN / Hp I 5
= | ZUUA AR = PR AT [ B b iy ) UL (] B it o
cooperation scheme among multiple sides International cooperation: ‘Global problem, global solution’
B, WGHME ., MamszeRER. LATRAAE. 51 . ARSEEEL
{LHA., FRENEENEZEE{E: With global cooperation, we can:
Cooperate among multiple sides: — Getearlier warning
— Government: laws, LEA, standard, ete. related — Data sharing (increase the analysis capability)
— ISPs: network related — Tech. and info. sharing
— Various CSIRTs/security service providers: cover more end users — Stop the attacking from other country or trace the sources of attackers
— Labs: analysis, research, development related « CNCERT/CCH)=LH
— Organizations with specialities: more professional support CNCERT/CC':
— got early information from JPCERT/CC and AusCERT for MSBLAST(DDoS traffic)
— Industry side: patch, tools, products, upgrade, etc. atred CHI%(Z: bmrmaff rafiic increasing) S '
Rﬁﬁ“f%%ﬁﬁ!‘“ 12~ ﬁﬁﬂ{]A ‘ﬂf 2]" TQEEIE;E ﬁﬂhmﬁ%%j‘: — confirmed the situation during each large-scale incidents with CSIRTs in Europe,
254 America, and other places
Only by multi-parties’ cooperation according to a well- helped other CSIRTS o handle hundreds of phishing incidents

e . E%E‘:‘IEEAFE@%&I
p laned scheme can Internet secur ”:V incidents be handled More and more international organizations now: FIRST, APCERT, EGC, TF-

quickly and effectively CSIRT, etc.



Alibaba Group We had good time before

~International : APEC-TEL Emﬂ

. APEC-TEL SPSG: information sharing;

. . 2007: project on antibotnet; 2008 released
the document

[ J
V50 300 3 Home > Suade on Fokcy 30 Tecvucal Aogroaches aganst Botrat Decemer 2003 \AATstte B Qo B¢
Download
[ J . . A
o  Guideon Policy and Technical @
o Approaches against Botnet, e
_____ December 2008
¢ PUBLICATION NUUBER APECHZ08.TC004 Find Out More
YEAR 2008
T PUSLISSED DATE 2 Teaomaeniatons 308 oamaton
— PAGES: 3% Worrng Groug
TYPE CF POBRICATION Uascol

PUSLICATIONS BMDER: Telecommuncaions 3 information Woing Grogg (TELWG
ACCESSED 2990
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« Besides the efforts we' ve done to help other parts
of the world, we also learnt a lot and got many help
from International cooperation

— Trends of new threats

— Information of incidents
— Handling of incidents

— Trust relationship building
— Etc.



=y

« And we are going to try our best to

— Protect the benefit of the users, which would reach to 2

billion in the whole world
— Protect their money and their data

— Build a secure and trust-worthy global e-commerce
infrastructure, make it the most valuable platform for all

Uusers

 Thus

— We would like to share

— We would like to cooperation
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Conclusion

The Internet Is no longer just a platform of ICT

PAST

Social Entertainme Shoppin Educatio Healthca
g n
gy
:7 ’ﬂlv' ~4
Boring life Wired TV Shopping Go to Prescription
Office / Go to outside school Go to hospital
Home cinema Short distance Buy books
Online chat Online movies Stay at home Online courses E-prescription
Online video Online games Online shopping Online education Consolidated
mgmt




Cyber Security is no longer the old concept
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« The KEY is to adapt the new cyber-world better than
the bad guys

« The KEY is to build up trust and work together again
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Thank You

yuejin.dyj@alibaba-inc.com
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