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About me:

CSIRT community

• Incident handling

• Capacity building

• Domestic cooperation

system building

• International cooperation

/ coordination

Alibaba Security

• Data security

• Threat intelligence 

integration

• Standard

• Cooperation & Ecosystem

building
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Cyber Attacks follows Benefit

China is a good target:

– Huge amount of users and online hosts

– Very active on Internet economy

– Wealthy

– Weak awareness and protection

10/21/2015

» IPs in China 

controlled by botnets 

or trojans

» 2007: >4.5million

» 2010: >5 million

» 2011: 8.9million

» 2012: 14 million

» 2013: >11.3 million

» Websites in China defaced 

/intruded

» 2005: >13K

» 2007: >61K

» 2008: >54K

» 2011:>37K

» 2013:>24K (backdoors >76K) According to CNCERT/CC



• Personal Information leakage

• Online ID theft

• Mobile Security / malicious APP

• Critical information infrastructure

• APT

• ……

>30K phishing websites toward 

Chinese companies

FTC: Online ID Theft caused 

US 1.52 billion $ in 2011

>700K mobile malwares

Many app-stores have 

problems

Severe DNS attacks

According to CNCERT/CC



Alibaba is a good target

– Largest e-commerce platform and still growing very fast

– More than 400 million registered users 

– More than 10 million people living in this ecosystem

– Financial giant: Alipay

– Infrastructure: AliCloud

– Valuable data

– Strong Security Team (but consumers could be the 

weakness)



Countermeasures

• Capacity model

Elements

Capabilities

Required
Threats

Team/Orgs
(Professionals)

Resources
(Knowledge, Regulations etc.)

Pre-X

Know

Control

Survive

Platforms
(Tools/Products)

CSIRT and 
framework

Teams for 
mornitoring

NINIS, Labs

Tools for ER

863-917

Platform for Risk 
Analysis

Backup info.

Plans; Knowledge 
Base

Rules and 
Standards



Countermeasures

• 3 Stages: you can never make it by yourself



Countermeasures

New angle to look at cybersecurity from Alibaba:

What’s different from such a company?

What’s new in our current era?

What’s the challenges in the future?



Security: From Computer to Cyberspace

Local Computer Networks：Separated Computers and Data

Open Wide Computer Networks：Connected Computers, Static Data

Digitalized Communication Networks：Communication equipment 

opened and connected, flow  data, world wide connected

ICT Network of human being：Networked Society, 

Social Network applications

Network of everything + people：ICS、IOT、Smart 

City 、Cross domain & world wide connected

Network of living and surviving：network all  

behavior relied, ALL connected and merged



Key features that make difference

inter-connection, smart, mergence

interconnection：online 

into one network all 

time, all devices, no gap

Smart：“Smart means 

changes”

Mergence：different 

domains interrelated

Challenges

• Boundaries of space,  time, and 

management in real world vanished

• Different hardware, software, 

protocols, platforms, etc.

• Very complicate relations

• Threat is spreading into EVERY 

domain, but they are far from ready



Normal news in the coming few years:

Because：

• Problems generated faster 

than founded, not to speak 

of been fixed

• The motivation, capacity, 

and numbers of our 

adversaries will keep rising

Been hacked

Find new vulnerability



New features we have to live with

Dynamic：Data, Application, Asset, Boundaries, Transections,

Adversaries

Big：Huge amount of everything to deal with

Complex：Long chain, wide front line, many weak points,

too much out of control

Business ： Security becomes blood inside business, high

requirement on performance, stability, and easy using



Different languages: what are you talking about?

One of the key problems today



Cooperation



Global Problem, Global Solution

• CNCERT/CC
• FIRST
• APCERT
• APEC-TEL
• CJK
• China-ASEAN 

Framework
• Capacity 

building



We tried





We had good time before

• 2001：China-US hackers attack; Code red;

• 2002：ITU proposal; Co-founded APCERT

• 2003：Large scale incident handling (01-04)

• 2004：China-ASEAN framework; information 

exchange; exercises

• 2005：Training/capacity building

• 2007：Anti-botnet project in APEC-TEL



Mutual Benefit

• Besides the efforts we’ve done to help other parts 

of the world, we also learnt a lot and got many help 

from International cooperation

– Trends of new threats

– Information of incidents

– Handling of incidents

– Trust relationship building

– Etc.



Alibaba still believes

• And we are going to try our best to

– Protect the benefit of the users, which would reach to 2 

billion in the whole world

– Protect their money and their data

– Build a secure and trust-worthy global e-commerce 

infrastructure, make it the most valuable platform for all 

users

• Thus

– We would like to share

– We would like to cooperation



The Internet  is no longer just a platform of ICT
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Cyber Security is no longer the old concept

Conclusion



Conclusion

• The KEY is to adapt the new cyber-world better than 

the bad guys

• The KEY is to build up trust and work together again



Thank You

yuejin.dyj@alibaba-inc.com



数据安全


